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Xacta and the CSRMC

Adhering to CSRMC core tenets, Xacta supports
and helps maintain secure, resilient systems

Driving Innovation in Cyber Risk Management for the
DOW

The DOW'’s Cybersecurity Risk Management Construct
(CSRMC) emphasizes automation, continuous monitoring, and
resilience—helping organizations strengthen security and
respond faster to evolving threats.

Xacta leads this transformation. As the industry-leading
cyber GRC automation platform, Xacta empowers the DOW
to streamline compliance, accelerate authorizations, and
maintain mission-ready cyber resilience—fundamentally
redefining how cyber risk is managed.

Accurate, Fast—and Scalable

Xacta.ai, the Al capability at the core of the Xacta platform, allows teams building and operating systems in
hybrid environments to seamlessly track components of complex systems from inception to operations. Xacta
drives Continuous ATO (cATO) by seamlessly integrating proprietary content, specialized tools, and expertise
with live system data, generating instant, actionable insights that ensure ongoing risk and compliance
validation.

Powered by over a quarter century of cyber GRC expertise, Xacta.ai gives you the equivalent of a team of
seasoned experts ready to answer your questions.

With Al-assisted authoring and advanced workflow design tools, Xacta provides the foundational capabilities
the DOW needs for effective, scalable information system continuous monitoring, streamlining operations and
driving resilience and integrity in system architecture from the start.

Built for Automation

Xacta empowers organizations to achieve efficiency and scale through smart, streamlined workflows, fully
aligned with the CSRMC.

As the industry-leading cyber GRC automation platform, Xacta
empowers the DOW to streamline compliance, accelerate authorizations,
and maintain mission-ready cyber resilience—fundamentally redefining
how cyber risk is managed.



Xacta excels in the following areas:

Efficient, reliable preparation of control implementation statement and POA&M'’s, in addition to a more
comprehensive risk registry: With Xacta.ai, organizations are empowered to create quick, precise control
implementation statements, accurate POA&M statements and identify residual risk.

Workflow and authorization: Xacta’s intelligent workflows can be leveraged to track an information system
through the entire CSRMC lifecycle.

Ingestion of vulnerability data: Vulnerability data can be ingested automatically into Xacta.io, therefore
enabling near real-time situational awareness and achieving and maintaining continuous ATO status.

APIs: Xacta’s versatile API gives the DOW the flexibility to customize and configure integrations in their
cybersecurity tech stack, ingest key security data, and push metrics to business intelligence platforms for
data visualization.

Xacta Delivers on All Ten CSRMC Tenets

Discover how Xacta aligns with each principle of the Cybersecurity Risk Management Construct (CSRMC):

Automation Reciprocity
Driving efficiency and scale Reuse assessments across systems
S0 %
[Sype]

Xacta empowers organizations to achieve With Xacta, it's possible to export projects
compliance faster and smarter. With with artifacts included as code. Plus,
automated control implementation, features like active control inheritance and

streamlined test plan creation, and real-time control crosswalking enable organizations
integration of vulnerability data with existing to reuse assessments across systems,
sensors, Xacta simplifies processes and minimize duplication, and boost security.

minimizes manual effort so you can scale
with confidence.

Continuous Monitoring and ATO Critical Controls
Enabling real-time situational awareness to Identifying and tracking the controls that
achieve constant ATO posture matter most to cybersecurity
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With Xacta, it’s possible to gain real-time With repeatable, flexible, no-code workflow
visibility and maintain a strong risk posture customization, DOW can confidently
with automated vulnerability data ingestion identify and prioritize crucial controls,
so you can respond to threats instantly. enhancing overall operational efficiency

and effectiveness.



Cyber Survivability

Enabling operations in contested
environments
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Xacta delivers flexible, mission-driven risk
management with agile, differentiated
authorization workflows (including cATO).
By streamlining assessments and enabling
portable risk assessment packages for any
environment, Xacta accelerates approvals
and ensures cyber resilience across
low-risk, authorized or disconnected
mission systems.

Enterprise Services & Inheritance

Reducing duplication and compliance
burdens
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Xacta’s advanced active inheritance
capabilities and ability to turn compliance
data into code help to eliminate
complexity and reduce challenges across
even the most intricate environments.

Training

Upskilling personnel to meet evolving
challenges
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Xacta makes learning easy with flexible
training—standard or custom, in-person
or online. Plus, built-in videos, guides, and

Al-powered help keep answers at your
fingertips while using the platform.

DevSecOps

Supporting secure, agile development
and deployment
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Xacta provides guidance on controls and
cybersecurity best practices while unifying
vulnerability and configuration data in a
single GRC platform. This keeps teams
aligned and accelerates delivery with
continuous monitoring and built-in
cybersecurity guidance.

Operationalization

Ensuring stakeholders near real-time
visibility of cybersecurity risk posture
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Xacta’s customizable dashboards,
Al-driven widget creation, and powerful
data queries deliver near real-time
visibility into your cyber risk posture—
empowering faster, smarter decisions.

Cybersecurity Assessments

Integrating threat-informed testing to
validate security
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Xacta automates the ingestion of data
from sensors, giving organizations
real-time insights to manage risk and
maintain compliance.



Faster, Smarter Cyber GRC That Keeps Pace With Your Mission

Xacta is purpose-built to accelerate the DOW'’s transition to the new Cybersecurity Risk Management Construct
(CSRMC). Its advanced automation and dynamic workflow capabilities replace outdated, manual processes with
speed and efficiency.

By streamlining risk management and dramatically reducing time to compliance, Xacta ensures cyber defense
keeps pace with mission execution—bolstering operational readiness and delivering the secure, continuous
performance the DOW demands.

Deployed at some of the world’s most security-conscious organizations, Xacta leverages Al and rules-based

logic to dramatically reduce time and effort while enhancing the ability of risk and compliance teams to make
risk-based decisions.

At Telos Corporation, we deliver efficient, adaptable, and secure solutions that protect people, organizations,
and information. From cyber GRC with Xacta® to identity solutions, secure networks, and TSA PreCheck®
enrollment, we help customers stay ahead of evolving threats. Our work with federal agencies and critical
sectors ensures mission success through advanced cybersecurity, cloud, and enterprise services. Guided by
integrity and innovation, we’re building a more secure, interconnected world.
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