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Xacta® is a premier suite of cyber risk management and automation software solutions developed by Telos Corporation
(“Telos”) and launched in August 2000. Xacta content is protected under the copyright laws of the United States of
America and is the property of Telos or the party credited as the provider of the content. Copyright © 2000 — 2025. All
Rights Reserved.

Xacta has been developed at private expense and embodies certain trade secrets and other confidential, proprietary,
and commercially-sensitive information that Telos safeguards through various measures implemented to maintain
confidentiality and prevent unauthorized use or disclosure.

Access to and use of Xacta is subject to the terms of a license agreement with Telos (a “License”) and is restricted to
Authorized Users of the Customer (the “Licensee”) that has been granted a License from Telos. “Authorized Users”
means the employees, consultants, contractors, agents, or other designees of the Licensee who are authorized by the
Licensee to use Xacta in accordance with the license granted by Telos and who have been supplied user login keys and
credentials by the Licensee or Telos.

If the Licensee of Xacta software solutions and/or documentation is the U.S. Government or an agency thereof, or
anyone licensing Xacta on behalf of the U.S Government, the following notice is applicable:

U.S. GOVERNMENT END USERS: Xacta software solutions and/or documentation delivered to U.S. Government
end users are “commercial computer software” and “restricted computer software” as these terms are used in
applicable Federal Acquisition Regulation (FAR) and Defense Federal Acquisition Regulation Supplement (DFARS)
clauses, and agency-specific supplemental regulations. As such, the use, duplication, disclosure, modification, and
adaptation of the Xacta software solutions and/or documentation, and rights in technical data, shall be subject to
the terms and restrictions set forth in the License applicable to the Xacta software solutions, and restrictions set
forth in applicable FAR and DFARS clauses. See, e.g., FAR 12.211 (Technical Data), FAR 12.212 (Software), FAR 52-
227-14 (Rights in Data-General), FAR 52-227-19 (Commercial Computer Software License), DFARS 252.227-7015
(Technical Data — Commercial Items), and DFARS 227.7202-3 (Rights in Commercial Computer Software or
Computer Software Documentation). No other rights are granted to the U.S. Government.

No Xacta user or other party may, without the express written permission of Telos or other rights owner, as applicable:
1) reverse engineer or otherwise attempt to discover the source code, object code or underlying structure, ideas, know-
how or algorithms of Xacta; 2) copy, reproduce, distribute, publish, display, perform, modify, create derivative works,
transmit, or in any way exploit the content of Xacta; 3) distribute any part of Xacta content over any network, including
a local area network, or sell or offer it for sale, or; 4) use Xacta source code or content to construct any kind of database
or to develop or enhance a competing Governance, Risk and Compliance (GRC) solution. Furthermore, no user or other
party may alter or remove any copyright or other notice from Xacta or Xacta content.

Xacta is a registered trademark of Telos Corporation. All other registered trademarks and unregistered common law
trademarks that appear in Xacta content are the property of their respective holders.

This document is furnished for informational purposes only. The material presented in this document is believed to be
accurate at the time of release. However, Telos assumes no liability in connection with this document except as set
forth in the License under which the document is furnished.
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Change History

Version Number Date of Last Comments
Revision

1.0 03/12/2018 Updated to new format; Added
Change History and applicability tables

2.0 08/29/2018 Updated the PostgreSQL version and
Optional components

3.0 02/01/2019 Updated the instance size values

4.0 02/22/2019 Updated to change copyright date

and changed Deployment Type to
License Type

5.0 12/12/2019 Updated RDS version

6.0 03/17/2020 Updated the instance size values
7.0 12/15/2020 Updated RDS version

8.0 07/02/2021 Updated RDS version and impacted

Xacta 360 version

9.0 12/13/2021 Updated RDS version, updated
architecture diagram, additional
changes for AWS FTR

10.0 08/17/2022 Updated RDS requirements

1.0 1N7/2022 Updated RDS requirements

12.0 08/08/2023 Changed 19 to 19 and above

13.0 1/17/2023 Updated supported OS and other
information

14.0 05/24/2024 Updated supported OS and other
information

15.0 05/22/2025 Updated the Launching AMI section
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Overview

This article is applicable to the following:

Product License Type Release/Build (0] Database
Number
Xacta 360 GovCloud/Commer- 112 and above Amazon Linux 2 PostgreSQL
cial AMI 13.x/14.x

This article provides Xacta 360 GovCloud/Commercial AMI users instructions on how to launch the
Xacta AMI (Amazon Machine Images) server from the AWS Marketplace.

Please see the general information about Xacta 360 and the steps to be performed to launch Xacta
360 AMI below:

1. Refer to the Xacta 360 Product Overview and Highlights section of the Xacta 360 Product
Listing at Xacta 360 Product Overview & Highlights for more information on Xacta 360 AMI.

2. Launch the AMI's EC2 instance. See Launching AMI from the AWS Marketplace for more
information.

Note: For the list of supported regions, see the Xacta 360 Listing Pricing section in the
Product Listing page.

3. Runthe initial instance setup. See Setting Up the Initial Instance for more information.
Note: This is only performed when you set up Xacta AM| for the first time.

IMPORTANT: Before proceeding with setting up Xacta 360 AMI, make sure that you have met the
required AWS components listed in the Prerequisites section.

Prerequisites

Before deploying the Xacta server in AWS, you must ensure that the following AWS components are
created and properly configured to ensure successful installation:

e The user administering and performing the installation of Xacta 360 should have basic
working knowledge of the various AWS Services needed for deployment to include but not
limited to EC2, RDS, and Basic Networking skills for VPC configuration.

e The user must have an AWS Commercial or Gov Account to purchase the AMI.

e Prior to deploying the Xacta 360 AMI, ensure that there are no service limits for the resources
listed in the prerequisites section (VPC, RDS, EC2). If service limits have been reached, submit a
request to AWS Services to increase quota in the AWS Console under Service Limits.

e For Xacta 360 pricing, please see the Xacta 360 Listing Pricing Information section.

e The costs associated with the required infrastructure such as VPC and RDS will be billed
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directly to the customer. This is not included in the Xacta 360 software costs.

IMPORTANT: Refer to the Xacta 360 Recommended System Requirements (RSRs) document for
the complete list of minimum system requirements and supported OS and database. Please
contact the Telos Concierge at 1-888-288-4981 or Telos.Concierge@Telos.com for a copy of the RSR

document.

The overall time for deploying the application is no longer than 5 minutes after successful
configuration of any prerequisite infrastructure (VPC, RDS, Xacta 360 AM| EC2). Please see
information below for the recommended configurations of the prerequisite infrastructures needed
for this deployment.

e VPC

Make sure that the VPC is set up with the following required and recommended VPC
infrastructure:

¢ Required Infrastructure:

©)
O
O

o

The Xacta EC2 Instance must be set up in a VPC with at least one subnet.

SSH access to the Xacta Instance is required for first time set up.

The subnet into which Xacta is deployed must have a route to RDS and be able to
communicate with the RDS endpoint. This means any security groups attached to the
RDS database must allow the Xacta server to commmunicate with it over TCP port 5432
The Xacta Application must be accessible via HTTPS (443).

e Recommended Infrastructure:

o

A single, non-default VPC with four subnets. The recommended design is to have the
Xacta instance in a separate subnet from an RDS instance that will host the database
data.

One public Subnet for jump hosts/Load Balancers.

One private Subnet for the Xacta instance.

Two private Subnets in different availability zones that will be part of the RDS database
subnet group.

One load balancer that points to the Xacta Instance. It is recommended to pass the
traffic through a load balancer rather than have the instance itself be exposed to the
Internet.

A jump host in the public subnet to allow SSH connections to the Xacta instance. It is
recommended that the Xacta Instance not have SSH exposed directly to the Internet.
A jumphost/bastion host is recommended for accessing SSH on the Xacta instance.
The security group attached to the Xacta EC2 instance can then have SSH restricted
to the jumphost/bastion host

A Security Group attached to the Xacta instance that allows port 443 connections to
the load balancer and port 22 connections from the jump host to the Xacta instance.
The Xacta EC2 instance in the private subnet (see the EC2 section below)

An RDS database (see the RDS Database for Xacta section below) created in a
database subnet group of at least two subnets.
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RDS Database for Xacta
Note: It is not necessary to use RDS if you are using a pre-existing database or another
PostgreSQL server. The pre-existing DB must meet the requirements defined below and
should be accessible from the Xacta server.

o The RDS database should be running on the supported PostgreSQL version. Please
refer to the Xacta 360 Recommended System Requirements (RSRs) document for
more information.

o The RDS instance will have a database configured on it by the installer. Take note of
the endpoint because itis required when you set up the Xacta server for the first time.

o You must also take note of the RDS instance’'s DNS host name and the Administrator’s
credentials setup when creating the RDS instance.

¢ Recommended Configuration for the RDS Database:

o Set RDS to Multi-AZ

o Do notallow public access. You must limit connections only to those that are
required to access the database.

o Therecommended db instance identifier is xacta-postgres-db.

o Therecommended db instance master username is postgres.

o Therecommended db instance master password should be over 8 characters
in length, and should contain upper or lower case letters, numbers, and

symbols.
o The following are the Recommended Technical Specifications for the RDS:

Type Instance Type vCPU Memory (GiB)
Minimum rea.large 2 16
Standard réa.xlarge 4 32
Large réa.2xlarge 8 64

Optional Components
The following AWS services are optional but provide enhanced visibility to the Xacta server
operations as this step is used by the AWS resource retrieval and scanning features in the
application:

a) IAM Instance Profile

If you want to enable scanning for AWS resources, it is recoommended to create an IAM instance
profile for Xacta EC2 to ensure that Xacta 360 can connect to other AWS accounts for scanning
purposes. To create the IAM instance profile, perform the steps below:

1. GotolAM > Policies and click Create policy. The Create policy page appears.
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Click the JSON tab and enter the following to create the IAM policy that allows the EC2 to
assume a role:

{

"Version": "2012-10-17",
"Statement": [

{

"Action": [ "sts:AssumeRole"

I,

"Resource": "*",
"Effect": "Allow"
}

]

}

Click Review policy. The Review policy page appears.

In the Name field, enter the name for IAM policy and then click Create policy.
Note: It is recommended to name the policy as Allow_Xacta_AssumeRole.
Click Create policy. The created policy is now listed in the Policy list.

Click Roles from the left navigation pane.

Click Create Role.

From the Choose the service that will use this role section, click EC2.

Click Next: Permissions. The Attach permissions policies page appears.

. Select the following policies to be attached to the role:

o Allow_Xacta_AssumeRole (previously created in step 4)
e ReadOnlyAccess (AWS built-in policy)

Click Next: Review. The Review page appears.

Specify a role name; e.g., Xacta_AssumeRole_lnstanceProfile.

Click Create role. The IAM Instance Profile creation is completed. The created Instance Profile
can now be attached to the EC2 instance of Xacta 360 for AWS Scanning feature to be
enabled.

From the left navigation pane, click Policies.

Click Create policy. The Create policy page appears.

Click the JSON tab and enter the following to create the IAM policy that allows the EC2 to get
the Instance Profile ARN for setting up Cloud Connections in the Xacta 360 application:

{

"Version": "2012-10-17",
"Statement": [

{

"Action": ["iam:GetInstanceProfile"

Is

"Resource": "<ARN of Instance Profile>”,
"Effect": "Allow"

}

]

}
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17. Click Review policy. The Review policy page appears.

18. In the Name field, enter the name for IAM polices and then click Create policy.
Note: It is recommended to name the policy as Allow_GetlnstanceProfile.

19. Click Roles from the left navigation pane.

20. From the Roles list, click the name of the role created in step 7. The <name of the role>'s
summary page appears.

21. Click Attach policies.

22. Locate and select Allow_GetlInstanceProfile to be attached to the selected role.

23. Click Attach policy. The selected policy is now added to the role.

b) Cloudwatch Logs

Cloudwatch logs are used to monitor the EC2 instance and any other infrastructure set up in
AWS. Cloudwatch is a centralized logging service and logs from EC2, RDS, ELB, and other AWS
services available in a single console.

Note: The Cloudwatch Logs agent must be installed on the host for host-level logging to
function.

In order to automatically monitor Cloudwatch, it is recommmended that the Cloudwatch Alarms
be set up to monitor for security and other compliance issues. Below are the recommended
alarms:

e Alarmswhen an APl call is made to create, update, or delete a Security Group.
Alarms when an API call is made to create, update, or delete a Network ACL.

e Alarmswhen an API call is made to create, update, or delete a Customer or Internet
Gateway.

e Alarmswhen an API call is made to create, update, or delete a VPC, VPC peering
connection, or VPC connection to classic.

e Alarmswhen an API call is made to create, terminate, start, stop, or reboot an EC2 instance.

e Alarmswhen an API call is made to create, terminate, start, stop, or reboot a 4x- or 8x- large
EC2 instance.

e Alarmswhen an API call is made to create, update or delete a CloudTrail trail, or to start or
stop logging to a trail.

e Alarmswhen an unauthenticated API call is made to sign into the console.

e Alarmswhen an unauthorized API call is made.

e Alarmswhen an API call is made to change an IAM policy.
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Xacta Architecture

Refer to the diagram below for more information on the Xacta AMI server infrastructure.
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Launching AMI from the AWS Marketplace

To successfully launch AMI from the AWS Marketplace, you must set up your EC2 instance in
AWS. To do this, perform the following steps:

Note: You must have already logged in at AWS using an appropriate AWS account and have
selected the Manual Launch from the Xacta 360 AMI page in the AWS Marketplace.

1.

Go to EC2 > Images > AMI.
Note: You can also launch the AMI from AWS Marketplace > Manage Subscriptions page.

Select the Xacta AMI that will be launched.

From the Image Summary for <selected AMI ID> section, click the Launch instance from AMI
button.

In the Name and tags section > Name field, specify the name of the AWS resource. Note that
assigning tags to the resource is optional.

From the Instance type section, select the desired size for the host and then click Next:
Configure Instance Details. Note that Telos recommends the following instance sizes:

Type Instance Type vCPU Memory (GiB)
Minimum rea.large 16
Standard rea.xlarge 32
Large réa.2xlarge 64

From the Key pair (login) section, select your preferred key pair. The selected key pair is
displayed.
From the Network settings section, click Edit. Make sure that the following settings are set or
configured accordingly; you can use the default values for the Network, Subnet, and Auto-
assign Public IP or configure the settings as necessary.

e Network —select the desired VPC to deploy the Xacta host

e Subnet-select the desired subnet to deploy the Xacta host

Note: If you wish this server to be accessible from the Internet, it will need to be deployed
into a public subnet or be deployed behind a load balancer.

e Auto-assign Public IP — Make sure that this setting is Enabled

Note: If you wish this server to be accessible from the Internet it will need to have a public IP
assigned or be deployed behind a load balancer.

Under the Firewall (security groups) section, you can either use an existing security group or
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create a new one. If you opt to use an existing security group, select the appropriate security
group and proceed to step 11. If you select Create security group, proceed to the next step.

Note: If you opt to use an existing security group, make sure that the selected security group
has security group rules for SSH and HTTPs that use port 22 and 443, respectively.

9. In the Security group name field, provide your preferred security group name (e.g., Xacta-
Access).

10. Click the Add security group rule button to add rules. For rules, add SSH on port 22 and HTTPS
on port 443 from desired source range(s) as shown below.

Note: The source should be the host(s) that will configure the application as well as those
accessing the Xacta web application. The rules can be updated after the server is created.

= EC2 > Instances > Launchan instance

T v |G Create new key parr

¥ Summary

Number of instances | Info

¥ Network settings ino

[

VPC - required | Info

(efauld) | Software Image (AMI)
17231.00/16  2600:1118:305:6000:/56 Amazon Linux 2023 AMI 2023.7.2..read more
ami-0953476d60561c955
Subnet | Info
[ No preference v | C Crestenewsubnet[2 Virtual server type (instance type)
t2large
Auto-assign public IP | Info
Firewall (security group)
| Enable v New security group
Storage (volumes)
u nstance. Add rules to allow specific traffic to reach your instance. 1 volume(s) - 8 GiB
[ © Create security group ] | O select existing security group |
Secur . @ Free tier: In your first year of opening an AWS account, X
ecurity group name - required
you get 750 hours per month of t2.micra instance usage
[ % (or £3.micro where t2.micro isn't available) when used
. g with free tier AMIs, 750 hours per month of public IPv4
\nbound Security Group Ruls address usage, 30 GiB of EBS storage, 2 million 1/Os, 1 GB
inbound Security Group Rules of snapshots, and 100 GB of bandwidth to the internet.
¥ Security group rule 1 (TCP, 22, Multiple sources)
Type | Info Protocol | Info Port range | Info
("sh v) Cancel Launch instance
G2 Preview code
Source type | Info Source | info Description - optional | Info
| Anywhere v | | eg. SSH for admin desktop |
| custom v | | Q addcIDR prefix list or security group | | eg. ssH for admin desktop |
£\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from X
known IP addresses only.
Add security group rule
¥ Configure storage o Advanced
|8 | Gie [ gp3 v | Root volume, 3000 10PS, Not encrypted

1. Inthe Configure storage, leave the default 100GB storage for now, or add additional space if
necessary. Make sure that the default storage size is not set below the 100GB to avoid the
build from failing to run.

12. From the Advanced details section > |IAM instance profile field, select the IAM profile that you
have created in 1AM Instance Profile section. The selected IAM profile must have a policy that
allows the EC2 to get the Instance Profile ARN for setting up Cloud Connections in the Xacta
360 application.

13. From the Summary pane at the right, review the AMI details. Make sure to check the Software
Image (AMI) and check the details of the AMI from which you are about to launch the instance.
Also, check the other configuration details that you specified.

14. Click Launch instance. The “Success! Successfully initiated launch of <ID of the instance>"
message appears. When it is fully online, proceed to Setting Up the Initial Instance.
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Setting Up the Initial Instance

When you have successfully launched Xacta AMI from the AWS Marketplace, you need to
perform the initial instance setup by connecting to the instance via SSH. You must follow the on-
screen instructions and ensure that you have configured the settings.

1. Launch the SSH client tool in the host machine.
2. Enter the following command in the SSH terminal:

ssh -i <pem key> ec2-user@<provide the public ip>
Note: The public IP can be found in the instance details in AWS console. If the instance does
not have a public IP, the instance must be accessed via private IP from a host with the

ability to route to the private IP.

3. From the terminal, enter ./xacta.sh. The following setup wizard appears:

Initializing first time setup...

4. Enter your preferred temporary password for the madmin account. You must change your
password after the initial log in to the application

5. Enter the RDS server URL. The RDS server URL refers to the RDS endpoint, which you can get
from the RDS console. Make sure that you also have the port of the RDS endpoint, and you
must also indicate where to pull data from.

6. Specify your preferred name for the Xacta database. The system will use the default xacta_ae

name if you do not enter any database name. This is the preferred name of the RDS database

that will be created.

Enter the RDS database admin user name that was configured during the RDS setup.

Enter the RDS database admin user’'s password that was configured during the RDS setup.

9. Enteryour preferred name for the Xacta DB user account. The system will use the default
xacta_ae_user name if you do not enter any database user name. This is the name of the
system user that Xacta will use to update the information in the RDS database.

® N
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10. Enter the password for the Xacta DB user account. The password must have at least 10
characters, and have a capital letter, a number, and a special character.

1. Press Enter. Xacta 360 and EP will be installed and configured.

Note: If you accidentally cancel the wizard before the installation and configuration is
completed, you can log in again or manually run the xacta.sh script from the ec2-user’s
home directory.

12. After Xacta 360 is successfully configured, access the application via a web browser at
https://<DNS>/xacta. When you log in or access the application for the first time, use madmin
as user name and enter the default password you specified in the EC2 console prompt.

Note: When you log in or access the application for the first time, you will be prompted to
change the madmin password. It is also recommended to replace the self-signed
certificates for Xacta 360 and EP with CA-signed certificates; see Replacing the Default
Xacta 360 and EP Self-Signed Certificates more information.

Replacing the Default Xacta 360 and EP
Self-Signed Certificates

By default, the self-signed certificates created by the application contain generic information. It is
recommended to replace the self-signed certificates with CA-signed certificates. To replace the
default certificates for Xacta 360 and EP, perform the following according to the specified order:

1. Replacing the Xacta 360 Keystore
2. Importing the Xacta 360 Certificate to the EP Truststore
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1. Replacing the Xacta 360 Keystore

Note: Make sure you have the copy of the required CA-signed Xacta 360 certificate and have
generated a keystore using the new certificate.

Go to the installation directory of Xacta 360 (i.e., /opt/Xacta/Application/App/engine/conf).

a.
b. Locate and open the Tomcat's server.xml.
c. Locate the port="443" in the server.xml, and update the attributes of the following to point to

the new keystore file location and password:
e KkeystoreFile

e KkeystorePass

d. Encrypt the keystore password and enter it in the webca.properties file in
Jopt/Xacta/Applications/App/engine/webapps/xacta/WEB-INF/classes.

Note: To encrypt the keystore password, do the following steps:

i.  Launch the SSH terminal.
il.  Enterthe following script:

sudo chmod +x /opt/Xacta/Applications/App/engine/tools/configAE.sh sudo
/opt/Xacta/Applications/App/engine/tools/configAE.sh
/opt/Xacta/Applications/App/engine/webapps/xacta encrypt -p

<password>

For example, the password is Password:

sudo chmod +x /opt/Xacta/Applications/App/engine/tools/configAE.sh sudo
/opt/Xacta/Applications/App/engine/tools/configAE.sh
/opt/Xacta/Applications/App/engine/webapps/xacta encrypt -p Password

The encrypted password will be displayed in the screen.

ifi.  Go to /Jopt/Xacta/Applications/App/engine/webapps/xacta/WEB-INF/classes and open
the webca.properties file using built-in application vi editor.

Note: The built-in application vi editor should be run using the sudo command.

Iv. Locate and change the attributes of the following:
e  webca.APPLICATION.secStorePasswd=<encrypted password>

e webca.APPLICATION.secStorePath=<path to keystore>

V. Save the changes made.
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2. Importing the Xacta 360 Certificate to the EP
Truststore

Xacta 360 and EP servers are both located in the Xacta EC2. They communicate via SSL, and the
certificates are managed in Xacta 360's Manage Remote Servers page. When Xacta 360's
certificate is changed, you must also import the application’s new certificate into EP’s truststore.
Perform the following steps to import the certificate:

a. Stop the Publisher service.
b. Launch the SSH client window as sudo.
c. Enter the following command:

keytool -import -alias “<alias name of the certificate>” -file “<location of the
new certificate>” -keystore “/opt/Xacta/xacta-ep/engine/conf/xacta-
truststore. jks”

d. Specify the password for the truststore. You can find the password in the
/opt/Xacta/xacta-ep/engine/conf/server.xml by locating the “Connector” element and
by looking for the “truststorePass” attribute.

e. Enter [y] or [yes] when prompted whether to trust the certificate or not.

f.  Restart the publisher service by entering the following command in the Commmand Prompt
window:

sudo service xacta-ep-server restart

Application Status & Maintenance

After the applications have been launched, you can check their status and perforrm maintenance
tasks by running the commands below:

sudo service xacta-engine-x40 status
sudo service xacta-engine-x40 restart
sudo service xacta-ep-server status
sudo service xacta-ep-server restart

The outputs will be either "is running" or "is not running". If additional support is needed, refer to the
Support section.

Users are responsible for configuring and enabling the database backups and EC2 system level
backups according to their own requirements. The application files are stored in the /opt/Xacta
directory. Application properties are stored within the webca.properties file, which is located at
Jopt/Xacta/Applications/App/engine/webapps/xacta/WEB-INF/classes/webca.properties.
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The webca.properties file contains encrypted passwords for the database and keystore. Updates
made to any of these parameters in webca.properties file directly will require an application restart. If
changes to the database credentials are needed, this can be done within the Xacta 360 application
GUI by accessing the Administration > App Settings > Database Settings page.

Note: Users should not use the root user for any application operations as it is not needed.

Support

For technical support and or troubleshooting issues, please refer to the Support section of the Xacta
360 listing page. For support tiers and SLAs, please refer to the EULA.

Related Topic

e Xacta 360 AMI Upgrade Guide
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