Information and Cybersecurity Consulting Services

Capabilities and counsel that give you confidence in your
information security posture.

The Telos cybersecurity consulting practice provides IT security
consulting services and solutions throughout the federal
government. Our security practice includes more than 120
certified security analysts and engineers—e.g., CISSP, CISA, AWS
CSA, CGRC (previously CAP)—with clearances up to TS-SCI,
allowing us to work in virtually any environment. Our professional
staff’s qualifications, combined with over 20 years of providing
security services to DoD, the Intelligence Community, federal
civilian agencies, and the commercial marketplace, demonstrate
our commitment to providing world-class security services to our
customers.

CYBERSECURITY ASSESSMENTS
Find the risks to the enterprise

DoD, Intelligence, and NIST assessment and
authorization (A&A) services

FISMA assessment, monitoring, and reporting
services

Commercial risk management and compliance
(GDPR, SOX, HIPAA, ISO, others)

Database, application, system, and network
vulnerability and risk assessments

Penetration and security testing

Understanding the total realm of possibilities is critical to Malicious code analysis

defending the cyber domain. More than a vendor of technical
capabilities, we act as outside counsel to ensure you have an
objective view of your security posture and cyber risk
management strategy. We provide independent advice based on
your industry’s best practices and more than two decades’
experience in protecting the information of global organizations.

CYBERSECURITY ENGINEERING
Implement security to limit risks

Security architecture design and
implementation

Vulnerability/gap identification and analysis
Whether assessing risks and vulnerabilities, testing for external
and internal threats, responding to a breach, or engineering a
hardened cybersecurity environment, Telos delivers the
capabilities you need for information security and assurance.

Vulnerability remediation and mitigation

Secure configuration e.g., Command Cyber
Operational Readiness Inspection (CCORI)
preparation

®
Xacta CYBERSECURITY OPERATIONS

The Xacta suite of risk management and compliance solutions Know the state of your security and identify
automates and enforces cybersecurity processes across the and respond to security events

enterprise. Telos provides the following services associated with Security component deployment and

Xacta. management

Quick start implementation Incident response management and reporting
Security policy, process, and procedure
development and management

SECURITY PROCESS TRAINING
Understand and maintain security compliance

Long-term deployment support
Customization of content and workflow processes
Training

Telos Corporation

Telos is a leading provider of advanced technology solutions that
secure the vital assets of the world’s most demanding
enterprises. Our customers include military, intelligence, and
civilian agencies of the federal government, NATO allies around
the world, and Fortune 500 companies with critical requirements
for information security. We protect and defend the systems of
our customers with information assurance solutions and services
that ensure system availability, integrity, authentication, and
confidentiality. Our security consultants protect some of the
government’s most critical networks with full security assessment,
security engineering, and cybersecurity management services.

Implementing RMF for DoD IT Instruction
8510.01

Implementing NIST SP 800-37 Rev 2 and
NIST SP 800-53 Rev 4 and Rev 5
Implementing NIST 800-171 and CMMC

Solutions that empower
and protect the enterprise.”
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