
Xacta®, featuring the AWS Enterprise 
Accelerator for Compliance
AWS and Telos® – Accelerating secure and compliant cloud deployments. 

• Speeds compliance in the cloud with controls inheritance and automated continuous compliance 
• Automates processes for risk assessment, remediation, and compliance reporting
• Offers easy-to-use capabilities for accessing, managing, and visualizing compliance data 
• Provides an executive dashboard for at-a-glance status of risk and vulnerabilities 
• Generates documentation required for enterprise information assurance 

Amazon Web Services’ Enterprise Accelerator for 
Compliance reference architecture and Telos 
Corporation’s Xacta® solution expedite security 
compliance in the cloud so you can focus on important 
day-to-day functions. 

Xacta, featuring the AWS Enterprise Accelerator for 
Compliance reference architecture, allows organizations 
to seamlessly automate compliance as they stand up 
their data, information, and applications in the cloud.  
The solution allows you to select which regulations 
apply to your organization, generate and auto-populate 
a compliance package specific to your cloud 
environment, and complete the process via a friendly 
wizard-based application.  

The challenge: Dealing with lengthy,  
complex IT compliance processes.
IT systems typically take six months to two years to 
implement and deploy largely due to having to comply 
with various regulations or frameworks for risk 
management.  

If you’re using AWS, you will need to demonstrate that 
your cloud-based IT environment is secure and 

compliant so your CISO and/or security organization  
is confident that your system is secure. This process 
normally requires workload owners to configure and 
document their workloads to comply with third party 
security frameworks (such as NIST CSF, NIST RMF, NIST 
800-171, PCI DSS, ISO 27000, HIPAA) and create test 
plans for every AWS service they use. This configuration 
and documentation process can be tedious, labor 
intensive, and challenging to customers and will 
normally delay cloud migrations.

The solution: Xacta, featuring the AWS 
Enterprise Accelerator for Compliance.  
The AWS Enterprise Accelerator for Compliance 
reference architecture is a packaged service offering 
that helps you adhere to strict controls for security, 
compliance, and risk management.  Xacta enables 
persistent inheritance of these controls, and provides 
the capability to fully automate the compliance testing 
and verification of any other controls specific to your IT 
environment.  

Xacta helps you streamline the creation of the evidence 
and reports required to prove your cloud-based IT 
systems, as well as your entire enterprise, are compliant.  

Speed time-to-compliance with  
AWS and Xacta.  Xacta automatically 
inherits security controls from the AWS 
Enterprise Accelerator for Compliance 
reference architecture, the host 
environment, and tenant managed 
services. This represents 20 to 50 
percent of the security controls that 
AWS customers are concerned with, 
and can dramatically reduce the time 
and effort needed to achieve 
compliance in the cloud. 



The Business Case for AWS and Xacta.
The key to AWS and Xacta saving you time and effort  
is the ability to inherit common security controls and 
automate manually intensive compliance processes.  For 
example, according to an analysis conducted by Telos of 
level of effort required on the NIST Risk Management 
Framework (RMF):

• The estimated effort for a typical evaluation against the 
NIST RMF for a small system is 2,546 labor hours over a 
six-month period.

• Applying Xacta, featuring the AWS Enterprise Accelerator 
for Compliance reference architecture, would reduce 
the effort to a conservative estimate of 2,062 hours over 
3-4 months, with the potential for additional timeline 
compression as the organization matures.

• Thus, in addition to the lower cost of cloud, an 
organization can save 20% in labor costs for security 
compliance activities, and perhaps as much as 50% 
depending on how many common controls the 
organization needs to leverage.

• Future savings and improved security visibility can be 
realized by refocusing the activities of security personnel 
from tedious RMF processes. 

With Xacta you can:
• Get your IT systems to compliance up to 70 percent faster
• Reduce the time to generate regulatory documentation of 

your IT security procedures by up to 70 percent
• Automate the generation of your Security Test Plan and 

reduce manual testing time by up to eight work weeks
• Inherit common security controls across systems to reduce 

the complexity and cost of security administration
• Leverage more than 100 leading regulations and policies 

and more than 5,000 requirements and controls for IT risk 
compliance and management  

• Produce a complete portfolio of management reports 
to track risk remediation plans and Plans of Actions & 
Milestones (POA&M)

• Track and link artifacts such as sample documents, archived 
documents, and uploaded images

• Establish reference-extension relationships to ensure 
accurate configuration reporting for type-accredited systems

• Support production of privacy assessments in keeping with 
required guidelines to demonstrate that privacy protections 
have been incorporated

• Establish reference-extension relationships to ensure 
accurate configuration reporting for type-accredited systems

• Support production of privacy impact assessments (PIA) in 
keeping with federal guidelines to demonstrate that privacy 
protections have been incorporated

Leverage the AWS Shared Responsibility Model for faster cloud compliance and deployment. While AWS manages 
security of the cloud, security in the cloud is the responsibility of the AWS customer. Xacta inherits the AWS security controls 
while enabling you to implement and manage security compliance for your own data, content, platform, applications, 
systems, and networks.
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Please contact us for more information on accelerating 
your path to a secure and compliant cloud deployment.  

info@telos.com | 800.70.TELOS (800.708.3567)
www.telos.com | twitter.com/telosnews
facebook.com/teloscorporation
linkedin.com/company/telos-corporation 

“The two things organizations are demanding in 
GRC related solutions are ease of use as well as 
relevant analytics and reporting. Organizations 
need 360° situational awareness of their risks in 
a context that is meaningful and relevant. Xacta 
is delivering this ease of use and situational 
awareness.”  

-Michael Rasmussen, GRC 20/20


